
Internship Proposal 2026 

Project Title: At Scale and At Risk: Understanding LLM-Generated Vulnerability Reports in 
Open-Source Ecosystems 

 

Project Description 

Open source software (OSS) maintainers are increasingly overwhelmed by vulnerability 
reports, many of which are now generated or assisted by AI tools. While AI has the 
potential to improve security, there is growing anecdotal evidence that low-quality, AI-
generated reports are contributing to maintainer burnout and eroding trust in the 
vulnerability disclosure process. This project aims to systematically study this 
phenomenon through a mixed-methods research approach. 

The interns will: (1) collect and curate a dataset of vulnerability reports submitted to 
popular open source projects, distinguishing between AI-generated and human-authored 
reports based on linguistic and structural signals; (2) analyze how maintainers responded 
to these reports (e.g., triage time, acceptance/rejection rates, communication tone); and 
(3) conduct semi-structured interviews with OSS maintainers to capture qualitative 
insights about their experiences with AI-assisted vulnerability disclosure, burnout 
indicators, and coping strategies. 

The expected outcome is a peer-reviewed research paper presenting empirical evidence 
on the intersection of AI tooling and maintainer well-being in the OSS ecosystem, along 
with actionable recommendations for vulnerability disclosure platforms and AI tool 
developers. 

 

Project Type: Research 

 

Internship Batch 

• Batch 1: May 10 to July 9, suitable for Education City students, i.e., CMUQ, 
TAMUQ and HBKU students 

Duties/Activities 

• Collect and curate vulnerability reports from open source issue trackers (GitHub, 
GitLab) and vulnerability disclosure platforms (e.g., HackerOne, Huntr) 

• Develop or apply classifiers to identify AI-generated vs. human-authored 
vulnerability reports 

• Perform quantitative analysis on maintainer response patterns (triage time, 
resolution outcomes, sentiment) 

• Design interview protocols and conduct semi-structured interviews with OSS 
maintainers 



• Perform qualitative analysis (thematic coding) on interview transcripts 

• Contribute to writing a research paper for submission to a top-tier venue 

 

Required Skills 

• Strong written and verbal communication skills in English 

• Familiarity with open source software development workflows (Git, GitHub) 

• Basic knowledge of software security concepts and vulnerability disclosure 

• Experience with data collection and analysis (Python, spreadsheets, or statistical 
tools) 

• Interest in qualitative research methods (interviews, surveys) 

 

Preferred Intern Academic Level: Junior or Senior undergraduate, or Master’s student 
in Computer Science, Cybersecurity, or related field 

 

Learning Opportunities 

• Hands-on experience conducting empirical software engineering and security 
research 

• Skills in mixed-methods research design (quantitative data analysis + qualitative 
interviews) 

• Understanding of the open source ecosystem, vulnerability disclosure processes, 
and maintainer dynamics 

• Experience with academic paper writing and the peer review process 

• Exposure to the emerging area of AI’s impact on software security practices 

 

Expected Team Size: 2 interns 

 

Mentors 

Name: Dr. Ahmed Lekssays      Email: alekssays@hbku.edu.qa 

Name: Dr. Yazan Boshmaf   Email: yboshmaf@hbku.edu.qa 

Name: Dr. Mohannad Alhanahnah  Email: malhanahnah@hbku.edu.qa 
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